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HUONG DAN GIAO DICH AN TOAN
TREN KENH NGAN HANG PIEN TU

Dé ddm bdo an todn bdo mat, quyén va loi ich cda chinh minh,
khi thuc hién gioo dich trén cac kénh Ngan hang dién td cuo VRB,
Quy khach hang vui long doc ky va tudn thec cac thong tin
huéng dén sau day.

VRB tran trong cam on Quy khéach hang!
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PHU LUC I. CAM NANG HUONG DAN AN TOAN GIAO DICH DANH
CHO IBMB CA NHAN

I. Pham vi ap dung

Pham vi ap dung : dich vu IB/MB ca nhan
I1. Bdo méat thong tin va an toan giao dich
1. Nguyén tic bao mat thong tin

1.1. Nhirng diéu quy khach khong nén thue hién

ST TUYET POI KHONG LY DO

- Khong cung cap thong tin bao | VRB hay céc to chirc tin dung khac khong
mat dich vu Ngan hang dién tir | bao gio yéu cau Quy khach cung cip thong
(bao gdm: ma truy cap, mat khau | tin bao mat tai khoan dé diéu tra hay huy
truy cap, ma xac thuc giao dich, | giao dich.

ma PIN Soft token) cho bat ky ai,
ké ca “Ngan hang”, “B§ cong
an”, “Vién kiém sat”... va qua
bat ky hinh thirc nao, nhu: dién
thoai, email, mang xa hoi, Ung

Quy khéach c6 thé bi hacker/ ké gian loi
dung thong tin nham muc dich xau nhu lira
dao, dn cip thong tin cho cac muc dich xau

dung, website, duong link la
(khéng chta tén mién cua
VRB),....
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Khong dang nhdp vao internet
banking ngoai trr duong
link https://ibanking.vrbank.com.v
n /hoac trén app VRB Mobile
Banking.

Trong mot s trudng hop, ké gian xay
dung cac web gia mao gan gidng véi web
Internet Banking dé lira 1ay username va
mat khau cua khach hang. C6 trudng hop
duong link gid mao duoc ké gian giri kem
tin nhdn mang thuong hiéu (brandname)
trung véi thuwong hi€u ciia ngan hang lam
cho ngudi nhan hiéu 1am 1a tin nhan thong
béo tir ngan hang. Chi tiét thu doan lira
dao Xin xem tai
https://vrbank.com.vn/vi/tin-tuc-vrb/vrb-
canh-bao-hinh-thuc-lua-dao-moi-thong-

qua-tin-nhan-va-website-gia-mao.html.

Trang web cua VRB dugc bao mat voi
cong nghé ma hoa SSL (Secure Sockets
Layer). Quy khach dang thyc hién mdt
phién giao dich an toan néu dia chi URL
bit dau véi https:// hodc c6 biéu tuong 6
khoéa xuat hién tai ctra s6 trinh duyét cua

Quy khéch.

- V& cong nghé ma hoa SSL duoc sir dung
tai trang web ciia Ngan hang dé ma hoa
cac thong tin cua Quy khach khi thyc hi¢n
két nbi dén VRB dé thuc hién giao dich,
cac thong tin duogc truyén tir thiét bi ca
nhan ctua Quy khach dén Ngan hang s&
duoc ma hoa nhaim dam bao khong ai co
thé doc duoc thong tin do.

A

0 Pl mingubabaninin oz i TEVA-RSSAIONTBIMRE R O S LR
g i .| @ By
VRB NGAN HANG LIEN DOAN VLT NG ) _
Vit g B i OTE bt ki et | g g | g g i sl

VETHAN  USEI BANE
b

Khong Click vao tin nhan dang
3 ngd chira ndi dung lién quan dén
san phém, dich vu cua VRB, dac

Céc tin nhan gia mao thuong tir mot s6
dién thoai di dong, khong c6 tén VRB va
yéu cau nhdp tén ding nhip clung mat
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biét cac tin nhan khong phai tir
VRB.

khau vao mot trang web bat chude giao
dién cia VRB d¢ lira dao khach hang

Tuyét d6i tir chdi / Khong tra 1oi
bat ky tin nhin nao tir nhimng tin
4 nhin khéng bit dau tr
brandname VRB

Tat ca cac tin nhin théng bao/ canh bao/
cung cip thong tin déu tir brand name
VRB. Ngoai trir Brandname nay, nhirng
tin nhan dén tir dau s6 khac déu 1a lira dao.

Khong m¢ tai khoan va dang ky
dich vu ngan hang dién t& cho
5 nguoi khac st dung.

Tai khoan ca nhan Ia tai san riéng chura
thong tin va can dugc bao mat ciia Quy
khach hang. Quy khach khong kiém soat
dugc tai khoan cia minh néu giao cho
nguoi khac st dung

Khong truy cdp vao cac trang
web hay duong link c6 van dé
(website doc hai, nhay cam, co

Céc trang web/dudng link loai ndy c6 thé
1én cai dat virus, phdn mém doc hai V3o
may tinh, dién thoai thong minh cta Quy
khach dé dn cdp théng tin ca nhan nhu
mat khiu email, théng tin truy cap
Internet Banking v.v .

Viéc bé khoa trén thiét bi s& lam suy gidm
dang ké tinh ning kiém tra cac tng dung
duoc cai [én thiét bi (dién thoai, laptop...)
tor cira hang ung dung cua bén thu ba.
Piéu nay mang dén nhiéu nguy co cho
thiét bi cia Quy khach, nguy hiém nhét 1a
bi cic phan mém gian diép danh cap
thong tin, cai ma doc lén thiét bi. Vi vay,
ding bé khoa (root hay jailbreak) thiét bi
ctia Quy khach, dic biét 1a voi cac thiét bi
c6 chtra thong tin tai chinh.

6
vé dang ngo)
Khong bé khoa trén thiét bi (dién
thoai, laptop, ipad...) cua Quy
khéach.
.
Khong chuyén tién, nap tién vao
g sO dién thoai chi dinh dé lam thu

tuc nhan thuong.

VRB khong bao gid yéu cau khach hang
chuyén tién, nap tién vao s6 dién thoai dé
nhan thudng bat ky chuwong trinh khuyén
mai nao cua VRB
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Han ché st dung Internet
Banking vé1 Wifi cong cong

Tranh st dung mang Wi-Fi cong cong.
Trong truong hop thuc sy can thiét, hiy
st dung dudng truyén dwoc mi hoa
(Mang riéng 40). Wi-Fi cong cdng 1a loai
Wi-Fi phd bién ma Quy khach thuong
gip & quan ca phé, rap chiéu phim, v.v.
Nhitng wifi nay thuong khong yéu ciu
mat khau dé nhiéu ngudi co thé truy cip
nhanh chong. Thong qua nhitng mang
wifl khong duoc bao vé, nhiéu tin tic d&
dang lay cap thong tin clia ngudi st dung.

10

Khong sir dung mat khau c6 chia
théng tin mang tinh ca nhan ma
ngudi khac dé dang suy doan nhu
ngay thang niam sinh, sé dién
thoai, bién s xe, tén ban than, tén
nguoi  than nhu  vg
chdng/con, diy sd lién tuc don
gian nhu 1234567...

cua

Han ché thong tin bi danh cap, khién ké
gian c6 thé sir dung thong tin, tai khoan
ciia Quy khach vao muc dich xau c6 thé
gay thiét hai nghiém trong vé tai san, uy
tin va danh du cua Quy khéch.

11

Khong viét tén dang nhap va mat
khau, ma PIN Soft token (Soft
OTP, Soft Token)/ SMS OTP ra
gidy hodc ghi chép/ luu dudi bat
ky hinh thirc nao

12

Khong cho mugn cac thiét bi dién
tor ¢ cai dat/luu thong tin dang
nhap dich vu Internet Banking

13

Khong luu ty dong mat khau, tén
nguoi dung trén céc trinh duyét.

Tranh 16 théng tin tai khoan ma khong
kiém soat dugc hoic bi ngudi khac loi
dung sur dung cac giao dich tai chinh truc
tiép trén cac thiét bi dién ta nay

HTTP://VRBANK.COM.VN

DE BIET THEM CHI TIET VA NHAN HO TRQ, VUI LONG LIEN HE HOTLINE: 1800 6656



http://vrbank.com.vn/

VIETNAM - RUSSIA BANK

1.2. Nhirng diéu khach hang nén thwe hién va tuin thi

QUY KHACH NEN

Thudng xuyén cap nhat huéng dan giao dich an toan dé dam bao sir dung cac dich
vu Ngan hang dién tir dung céach, an toan, bao mat.

1. Cai dat mat khau:

+ Mat khau phai c6 do dai toi thiéu 6 ky tu, bao gom cac ky
tu chir va so, c6 chtra chir hoa, chir thuong hoac cac ky tu dac
biét (@#$%...).

2. Bao mat mat khau:

+ Df)i mét khau, ma PIN truy cap cac dich vu Ngan hang dién
tu lan dau trong vong 24h ké tir khi nhan duogc.

+ Thay d0i mat khau thuong xuyén (t0i thiéu dinh ky 03
thang/lan) dé dam bao an toan cho tai khoan.

+ Thay ddi mat khau truy cap dich vu VRB Internet Banking,
Mobile Banking ngay 1ap tirc sau khi phat hién ra minh vura
click vao cac duong link nghi ngd gid mao hodc vo tinh trd 101
thong tin cho nguoi la goi toi.

+ Tao thoi quen dinh ky thay d6i mat khau, hodc khi nghi ngd
bi 10 thong tin, hoac cé yéu cau tur phia VRB.

3. Giao dich

+ Nén cai dit phan mém diét virus cho thiét bi khi thuc hién
giao dich

+ Kiém tra k¥ thong tin trude khi giao dich (thong tin nguoi
nhan, s6 tai khoan, t€n nguoil thu hudng, ngan hang thuy
hudng, so tién giao dich)

4. Hinh thirc xac thuc

Hién nay VRB dang c6 03 hinh thirc xdc thyc khi giao dich
chuyén khoan: SMS/ OTP Hard Token/ Soft Token (c6 3 hinh
thire): Soft OTP, Soft Token, QR Code
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+ Hinh thic xéac thyc giao dich ap dung tuong tng theo sO
tién giao dich (Quyét dinh 630/2017/QD-NHNN vé ap dung
hinh thirc xac thuc trong giao dich truc tuyén)

+ Quy khach nén cai dat st dung Soft Token khi thyc hién
giao dich trén IB/MB (phan mém Entrust Identity Guard
Mobile, trén cac kho trng dung cua Google Play va Apple
Store)

5. Str dung thiét bi an
toan

+ Quy khach nén bao v¢ may tinh, di¢én thoai, cac thiét bi di
dong bang cach cai dit va sir dung cac phan mém diét virus
nhu Kapersky, BKAV anti-virus hodc cac phan mém diét
virus uy tin va dugc cép nhat lién tuc tr nha cung cép.

+ Chi tai/ cai dat cac phan mém tir kho Iuu trir chinh thong
cua h¢ diéu hanh Android (Play Store), iOS (Apple Store),
Windows Phone/ Windows Mobile (Microsoft Store).

+ Virus & Worms, Trojans, Phishing, Pharming, Rootkit,
Hacking, Keylogger,..: La bét ky loai phin mém nao dugc
thiét ké dé gay hai may tinh hodc thiét bi di dong. Phin mém
doc hai co thé 1€iy cép thong tin nhay cam tur cac thiét bi, 1am
cham hoat dong cua thiét bj hay tham chi giri email gia mao
tir tai khoan email caa Quy khach ma Quy khéach khong biét.

» Thong bao ngay
cho VRB khi:

(1) Co bat ky thay d6i nao vé thong tin c nhan: s6 chung
minh thu/hd chi€u, so0 dién thoai di dong, dia chi
email,... hoac

(2) Xay ra cac truong hop mat/that lac thiét bi di dong, thiét
bi Token hoac

(3) Phat hi¢én cac duong link, website, ing dung gia mao hoac
cac cudc goi mao danh can bd ngan hang hoac co cac tin nhén
hoi vé tén dang nhap, mat khau, thong tin ca nhan, ma xac
thuc OTP, ma PIN Soft token,...

- Khi ¢6 bt ctr ban khoan, thic mic hay lo ngai nao vé dich
vu va cach st dung dich vy Ngan hang dién tir cia VRB hoac
khi gap bat ky 11 va sy ¢b trong qua trinh sir dung dich vu,
Quy khach vui long lién hé t6i Tong dai Cham soc Khach
hang 24/7 - Hotline: 1800 6656/ +84 24 3942 9365 dé duoc
ho tro.
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2. Nguyén tic giao dich an toan
- DPang nhdp an toan:

+ Chi nén str dung may tinh/thiét bi dién tir c4 nhan dé han ché tdi da kha ning bi danh
cip thong tin khi thyc hién truy cép va sir dung dich vu VRB Internet Banking/Mobile
Banking

+ Chi dung may tinh cong cong dé truy cép, thuc hién giao dich Internet Banking trong
truong hop thdt sw can thiét va sau d6 nén thay d6i ngay mat ma ding nhap.

+ Pé ding nhap vao chuong trinh VRB internet banking/mobile banking, Quy khach
chi nén truy cap vao website chinh thirc cia VRB tai dia chi www.vrbank.com.vn va
chon myc Ngan hang dién tir (website Tiéng Viét)

+ VRB sé& thuc hién khéa dich vu néu Quy khach nhap sai mat khau quéa 05 1an lién
tiép.

- Str dung an toan

+ Poc k¥ céac chinh sach ctia don vi chdp nhan thanh toan truéc khi dong ¥ thanh toan.

+ Kiém tra day du chinh xac cac thong tin giao dich trudc khi nhap ma OTP (ma xéc
thuc) dé x4c nhan giao dich.

+ Chi str dung thong tin thé dé thanh toan tai cic website uy tin, khong nén sir dung
may tinh cong cong thuc hién cac giao dich thanh toan online.

+ Khi nhan duge tin nhan OTP tir VRB, can kiém tra k¥ ndi dung tin nhén, bao g@)m:
loai giao dich, kénh giao dich... Néu ndi dung tin nhian khong khép véi giao dich dang
thuc hién, Quy khach tuyét ddi khong nhap ma OTP vao bat ky trang web hoac tiét 16
cho bat ky ai.

+ Khi h¢ thdng dang xir Iy giao dich: Quy khach can cho cho dén khi c¢6 thong bao két
qué giao dich tir hé thong, khong thoat khéi man hinh dang giao dich dé thuc hién giao
dich khac hoic thoat khoi hé thong.

- Giao dich an toan:

+ Khi thyc hién giao dich trén VRB Internet Banking/Mobile Banking, Quy khach s¢&
nhan duoc tin nhin thong bao mi xac thue OTP tir VRB. Quy khach tuyét d6i khong
nhap ma OTP ndy vao bét ky trang web nio khac ngoai VRB Internet Banking/Mobile
Banking hodc tiét 16 cho bat ky ai.
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+ Khi hé thong dang x1r 1y giao dich, khong thoat khoi man hinh giao dich va cho thong
bao két qua tir hé thong trude khi thyc hién céc giao dich khac.

+ Ludn nhé Dang xuit/Thoat khoi hé thdng sau mbi 1an truy cap cac dich vu Ngan hang
dién tir.

+ Nén dang ky st dung dong thoi dich vu ngan hang qua tin nhan SMS dé nhan tin
nhin thong bao bién dong sé du nham ngay 1ap tirc biét dugc nhiing giao dich trén tai

khoan, han ché rui ro va ton that dén muc thap nhét.

+ Kiém tra s6 du tai khoan trén giao dién VRB Mobile Banking / Internet banking sau
khi thyc hién cac giao dich lién tiép nhau.

+ Ngay lap tirc thay d6i mat khau dang nhap hoic lién hé VRB néu Quy khach khong
thuc hién giao dich nhung nhan dugc OTP hoac tin nhén bao trir tién.

Tran trong ciam on Quy khach hang luén tin twéng lwa chon va sir dung san pham
dich vu cia VRB.
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